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Mariweb™ Port Security System [MPSS]

Connecting the maritime world

IALA A-126 and IALA A-124 Recommendations compliant

All connections and messages go through the Mariweb™ firewall
Provides for VPN connection of all users and remote equipment
All databases and access is username and password protected
Integrates Radar and CCTV with AIS

Allows the association of captured images with AlS targets
Integrates the Mariweb™ Event Manager [MEM]
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The Mariweb™ Port Security System
[MPSS] allows an AIS based port information
system to be deployed that integrates AlS,
Radar and Closed Circuit Television [CCTV]
features in a single information system. The
information system is protected by Linux
Operating System, firewalls and encrypted
Virtual Private Network [VPN] data links.

The MPSS is a version of the Mariweb™ AIS
network system that is designed to be
deployed in small ports to provide an
information systems to port authorities to
allow all the arrivals,

departures and

shifts within the

port to be

monitored and

maritime traffic

movements

captured on

Radar and,

where required,

CCTV.

The MPSS is deployed in a protected data
centre and all access is gained using a VPN
and an encrypted Internet browser using
HTTPS as the Human Machine Interface
[HMI].

All data is stored in a password protected
database that is running on a version of Linux
ensuring that the system is as secure as is
required for this type of installation.

All data views are via a preconfigured Logical
Shore Station [LSS] with various levels of
access ensuring that access is only gained to
the views and data for which permission is
granted.

All sessions are protected by session keys
and all access is via a user name and
password. The login screens are protected
against dictionary attacks.

The MPSS can be provided in a transportable
case allowing an AIS network to be
established almost anywhere that is required
in a very short period of time (operational
within 15 minutes of arriving on site).

The MPSS is a standalone AIS network that
complies to the IALA A-124 Recommendation
and can be rapidly deployed or be a installed
as a permanent installation. The MPSS can
be part of a far larger AIS network by
connecting to the larger AIS network using
protected but standard interfaces through an
LSS interface.

The MPSS can be deployed with AIS Class A
transponders that provide their positional
updates using en encrypted message format.

The MPSS hardware is chosen to be power
efficient reducing the power consumption and
thereby reducing power and cooling
requirements. This allows the MPSS to
operate in harsh environments.



The MPSS can be supplied in three
temperature ranges and with the equipment
mounted to resist mechanical vibration and
shocks.

The MPSS has the standard Mariweb™
software and hardware watchdogs enabled,
ensuring that the MPSS stays up and
available.

The MPSS mechanical construction reduces
Mean Time To Repair [MTTR] statistics and
has high Mean Time Between Failure [MTBF]
statistics.

The MPSS allows connection to external
systems using standard Ethernet interfaces.
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Users with the correct user names and
passwords and VPN details can connect
using a PC that has an industry standard
Internet browser available. There is no need
to download special applications or prepare
client PCs.

Mariweb™ supports the Safety, Security,
Environmental protection and Economic
improvement gaols of the maritime industry
by providing the connection between the
vessels fitted with AIS transponders and the
operating organisations that are responsible
for the maritime environment as a whole.
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